
 

 

INFORMATION SHEET 
SPAMEXPERTS DOMAIN 



 

SPAMEXPERTS DOMAIN  
PRODUCT INFORMATION SHEET 
 

 

FILTER SPAM AND VIRUSES ON THE HIGHEST POSSIBLE LEVEL 
With SpamExperts Domain you can filter the email for your domain names at the highest possible 

level on both spam and viruses. All email will first be processed by our filter SMTP servers. All not 

spam email will then be delivered on to your normal mail exchange SMTP servers. All you have to 

do to activate this product is creating a SpamExperts Domain account on our website and next 

change your DNS settings to point to our mail exchange (MX) servers (this is further explained 

below). No other user actions are required! 

 

SpamExperts Domain features 
Automatic self-learning system  
Advanced spam and virus filtering technologies  
No good email gets lost  
Spam and viruses do not get on your network  
Reduced load on your existing infrastructure  
Fallback mail servers at different geographical locations  
Email queuing  
No training required  
No settings tuning required  
Unlimited users  
Unlimited domain aliases (user1@example.NET --> user1@example.COM)  
Simple DNS change to activate  
Per-domain IMAP training system  
Direct control  
Real-time statistics and logs  
Daily/weekly PDF report (with option to release messages)  
Manual sender whitelisting  
Manual recipient whitelisting  
Full server management  
Dedicated Installations  
Free Trial!   

 

 

AUTOMATIC SELF-LEARNING SYSTEM 
Based on spam information collected from 

hundred thousands of free SpamExperts 

Desktop Limited users; the exclusive 

SpamExperts spam databases will always be 

up-to-date with the latest antispam 

information, feeding its self-learning engines, 

and allowing SpamExperts Domain to block 

your spam emails at all times thanks to the 

highly accurate and up-to-date spam 

intelligence. 

 

ADVANCED FILTERING TECHNOLOGIES 
Best-practice and in-house developed filtering 

technologies are optimally configured to 

operate with each other in a unique fashion. 

Key technologies employed are:  

 

• IP analysis 

• SMTP conversation verification 

• DNS based blacklisting 

• Statistical based filtering 

• Spam fingerprint detection 

• OCR analysis 

• Image, PDF, and Office conversions 

• Combined spam scoring 

• Virus scanning 

• Anti phishing 

• Anti spyware 



 

• Safe Sender Policy 

• Sender ID 

• Automatic whitelisting 

• Manual whitelisting 

• Advanced synchronized greylisting 

• IMAP reporting 

• Tarpitting 

 

NO GOOD EMAIL GETS LOST 
The SpamExperts Domain system is set up in 

such a way that no good email ever gets lost. 

Legitimate senders will receive notification 

when their email has been rejected by the 

initial antispam technologies. In case the 

filtering system determines that the sending 

party does not demonstrate any suspicious 

email-sending behavior, emails are passed on 

to the next filtering technologies. The emails 

that were marked as spam by this second 

phase of the filtering process are all caught in 

a special IMAP folder that you can view at all 

times. Any emails blocked as spam in this 

folder can next be released to your inbox in 

case you do want to receive them. Whenever 

the system is unsure whether an email is 

spam or not spam, it will be tagged as such 

and delivered to your server. 

 
SPAM AND VIRUSES NEVER GET ON 
YOUR NETWORK 
Both spam and viruses are stopped at our 

servers and will not reach your own email 

server(s). In this way, harmful viruses will 

never be able to infect your IT infrastructure.  

 

REDUCED LOAD ON YOUR EXISTING 
INFRASTRUCTURE 
Your IT infrastructure will be protected from 

the heavy load that spam causes these days 

on your IT systems. 

 

FALLBACK MAIL SERVERS AT 
DIFFERENT GEOGRAPHICAL LOCATIONS 
SpamExperts Domain includes the free use of 

our fallback mail server system. Our servers 

are located in high quality datacenters spread 

over multiple geographical locations. 

Whenever one of our servers would be down, 

the other servers will automatically take over 

the filtering. 

 

EMAIL QUEUING 
Whenever our servers cannot deliver the email 

to your destination mail server(s) (for example 

because your server could be temporarily 

down), your email will be safely queued for up 

to 4 days and will be regularly retried to be 

delivered. This way you can be assured that 

no email ever gets lost. We can notify you 

automatically about issues on your side. 

 

NO TRAINING REQUIRED 
Because SpamExperts collects real-time data 

from many SpamExperts Desktop users 

worldwide there is no need for you to train the 

filtering system. 

 

NO SETTINGS TUNING REQUIRED 
SpamExperts will automatically tune the filters 

to optimally block spam and viruses. There is 

no need for the user to tune any settings to 

change the spam filtering technologies. 

 

UNLIMITED USERS 
Contrary to many server side filters these 

days, SpamExperts Domain does not restrict 

the number of users that benefit from your 

server side filter! Instead, SpamExperts 

Domain offers a wide variety of different 

SpamExperts Domain packages fitting the 

need of your organization. Total volume of 

your incoming email traffic is used as measure 

for determining which package suits your 

needs best.  

 

UNLIMITED DOMAIN ALIASES 
If you own multiple domains, you can simply 

add them as aliases to your primary domain. 

For example your website is example.com but 

you also own example.net and example.org. If 

you filter example.com via our service, you 

can simple add example.net and example.org 

as aliases. Any email sent to 

user@example.org or user@example.net will 

automatically be delivered to 

user@example.com. 

 

SIMPLE DNS CHANGE TO ACTIVATE 
To use this product you should first add the 

domain name (to be filtered) and destination 

MX server(s) to our system. You can do this 

via our website by logging into your user 

account after having ordered a SpamExperts 

Domain product.  

 

 
 

Once that is done, you should replace your 

current DNS MX records to:  

 

• MX 10 mx.spamexperts.com. 

• MX 20 fallbackmx.spamexperts.com. 

 



 

 
 

That is all! SpamExperts will now filter your 

incoming email and deliver the spam and 

virus free email to your mail server.  

 

PER-DOMAIN IMAP TRAINING SYSTEM 
SpamExperts Domain users will receive 

special access to our IMAP based training 

system. You can simply activate your IMAP 

account on our server and access the account 

using a normal email client. Use of the IMAP 

account is optional and not necessary for most 

users.  

 

 
 

The IMAP account contains a “Caught” folder 

with the messages that have been blocked as 

spam based on our message analyses 

(messages rejected at the SMTP level are not 

listed, the sender however received a bounce). 

Drag/dropping the message to the “Release” 

folder will release the message to your email 

client and automatically train the SpamExperts 

filters. You can also report “Spam” and “Not 

Spam” message to the appropriate folders to 

improve the SpamExperts filters. 

 

DIRECT CONTROL 
Using the SpamExperts website you can make 

real time changes to your domain and 

destination MX servers. All changes are 

effective immediately. 

 
REAL TIME STATISTICS AND LOGS 
To see how much spam has been blocked you 

will find real time statistics on the 

SpamExperts website for the last 30 days. It is 

also possible to download the mail exchange 

log file of the email traffic of the current day. 

Furthermore there are advanced tools 

available to search through the logs. 

 

 

Moreover; as a SpamExperts Domain user you 

have the option to periodically create PDF 

reports summarizing all information and 

statistics concerning the email-filtering of your 

domain. 

 
DAILY/WEEKLY PDF REPORT 
SpamExperts domain optionally sends a 
daily/weekly email PDF report containing 
email statistics about your domain, an 
overview of spam messages blocked, and the 
option to release permanently blocked 
messages with a single click! 
 

MANUAL SENDER WHITELISTING 
Although SpamExperts Domain will never 

reject email from a sender without very good 

reasons, you may wish to overrule the 

spamfilters for example when there is an issue 

with the sending server. 

 

MANUAL RECIPIENT WHITELISTING 
Although SpamExperts Domain will never 

reject email for a recipient without very good 

reasons, you may wish to overrule the 

spamfilters for example when you do not want 

to filter your email. 

 
FULL SERVER MANAGEMENT 
SpamExperts will take full care of server 

software monitoring and management. There 

is no need for your system engineers to 

maintain any software or settings. 
 
DEDICATED INSTALLATIONS 
In case you want to keep all email within your 

network, and or you are looking for a 

dedicated reselling opportunity to protect your 

clients from receiving spam, you can also 

choose for a SpamExperts Dedicated Domain 

installation. On your own hardware with 

Debian Etch preinstalled we can remotely 

install and maintain our software. Our system 

is setup so you can add an unlimited number 

of servers to handle any volume of email. 

SpamExperts will fully monitor and update all 

running software. Using a simple API the 

server options can be managed so no 

technical knowledge is required. Dedicated 

installations can also be used for outgoing 

email. 

 
FREE TRIAL! 
Impress yourself and request a free trial 

account on our website to become simply 

spamfree! Website: www.spamexperts.com.  



 

 

 

FOR MORE INFORMATION 
PLEASE VISIT OUR WEBSITE: 
WWW.SPAMEXPERTS.COM 


